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Policy Statement
Mountains Youth Services Team (MYST) recognises the importance of protecting the privacy and the rights of individuals in relation to their personal information. This document is our privacy policy and it tells you how we collect and manage your personal information. 
MYST is committed to protecting and upholding the right to privacy of clients, staff, students, volunteers, Board members and representatives of agencies we deal with. In particular, MYST is committed to protecting and upholding the rights of our clients to privacy and confidentiality in the way we collect, store and use information about them, their needs and the services we provide to them.
MYST requires staff, students, volunteers and Board members to be consistent and careful in the way they manage what is written and said about individuals and how they decide who can see or hear this information. 
The organisation will follow the guidelines of the Australian Privacy Principles.
MYST will ensure that:
· it meets its legal and ethical obligations as an employer and service provider in relation to protecting the privacy of clients and organisational personnel.
· clients are provided with information about their rights regarding privacy.
· clients and organisational personnel are provided with privacy when they are being interviewed or discussing matters of a personal or sensitive nature.
· all staff, students, Board members and volunteers understand what is required in meeting these obligations.
Scope
This policy applies to all Board members, staff, volunteers, students and contractors of MYST.  It applies to all records, whether hard copy or electronic, containing personal information about individuals, and to interviews or discussions of a sensitive personal nature.


Policy context
This policy conforms to the Commonwealth Privacy Act (1988) and the Australian Privacy Principles which govern the collection, use and storage of personal information, as well as relevant State legislation. The use of personal information is guided by the Privacy Act 1988 and the Privacy Regulation 2013.
Note: The Federal Privacy Act applies to organisations with an annual turnover over $3m or organisations that are health service providers, operators of a residential tenancy database, a contractor that provides services under a Commonwealth contract, an organisation that is related to a larger organisation or one which trades in personal information.
This policy relates to:

	Legislation
	Commonwealth
Privacy Act 1988 (Cth) (Privacy Act) which includes the Australian Privacy Principles (APPs)
https://www.legislation.gov.au/C2004A03712/latest/text
Privacy Regulation 2013
New South Wales
Privacy and Personal Information Protection Act 1998 (NSW)
Government Information (Public Access) Act 2009 (NSW)
Health Records and Information Privacy Act 2002 (NSW)
Chapter 16A of the Children and Young Persons (Care and Protection) Act 1998 (NSW)
Part 13A of the Crimes (Domestic and Family Violence) Act 2007 (NSW)

	Organisation policies 
	See under ‘Related documents’



Definitions
	Data breach
	When personal information is disclosed accidentally, lost, or accessed without permission. This may happen due to human error, or by malicious action. 

	Confidentiality
	The protection of personal information. This means keeping someone’s personal information between you and them, and not telling anyone else unless they have given you informed consent to do so, unless authorised by legislation.

	Confidential information
	Confidential information includes the following:
· Personal staff or Board member information such as home address, telephone numbers, and other non-work-related information
· Personal information provided by individuals or about individuals in the course of performance reviews, leave applications, supervision sessions or similar discussions Information about any internal dispute or grievance
· Business conducted in Board meetings, other than that identified as being for public discussion
· Any confidential and proprietary information concerning financial transactions, competitive tenders or expressions of interest or any other organisational plans or activities identified by the Board or Chief Executive Officer (CEO)	Comment by Jodie Rollason: Need to add information relating to medical details/history


	Consent
	Voluntary agreement to some act, practice or purpose.

	Individual
	Any person such as a client, staff member, Board member, volunteer, student, contractor or a member of the public.

	Personal information
	Information which directly or indirectly identifies a person.

	Organisational information
	This includes publicly available, and some confidential information about organisations.  Organisational information is not covered in the Privacy Act 1988 but some organisational information may be deemed confidential.

	Public domain
	Information that can be accessed by the general public.





Information that is covered by Privacy Laws
There are three key categories of information that are covered by Privacy Laws:
1. Personal information  
Information or an opinion about an identified person (or a person who is ‘reasonably identifiable’).
Personal information can be: 
· true or false 
· verbal, written or photographic, or
· recorded or unrecorded 
Personal information includes a person’s name, address, contact details (such as telephone number or email), date of birth, gender, sexuality and race.
2. Sensitive information 
This is a special category of personal information and is subject to stricter legal requirements for collection, storage, use and disclosure. 
Under Privacy Laws, information is ‘sensitive information’ if it’s information or an opinion about a person’s: 
· racial or ethnic origin 
· political opinions 
· membership of a political association 
· religious beliefs or affiliations 
· philosophical beliefs 
· membership of a professional or trade association
· membership of a trade union 
· sexual preferences or practices, or 
· criminal record
Health information (discussed further below), genetic information or biometric information is also ‘sensitive Information’ under the federal Privacy Laws.
3. Health information
This is generally afforded a higher level of protection under Privacy Laws. ‘Health information’ includes information or opinions about a person’s: 
· physical and mental health 
· disability (at any time) 
· health preferences (including future provision of health services) 
· use of health services 
· bodily donations (for example, blood, organs), and 
· genetics
Consent is required to collect sensitive information and health information.

Procedures
1. About personal information
When used in this privacy policy, the term “personal information” has the meaning given to it in the Act. In general terms, it is any information that can be used to personally identify you. This may include your name, address, telephone number, email address and profession or occupation. If the information we collect personally identifies you, or you are reasonably identifiable from it, the information will be considered personal information. 
In dealing with personal information, MYST staff will:
a. ensure privacy for clients, staff, students, volunteers or Board members when they are being interviewed or discussing matters of a personal or sensitive nature
b. only collect and store personal information that is necessary for the functioning of the organisation and its activities
c. use fair and lawful ways to collect personal information
d. collect personal information only by consent from an individual
e. ensure that people know what sort of personal information is held, what purposes it is held it for and how it is collected, used, disclosed and who will have access to it
f. ensure that personal information collected or disclosed is accurate, complete and up-to-date, and provide access to any individual to review information or correct wrong information about themselves
g. take reasonable steps to protect all personal information from misuse and loss and from unauthorised access, modification or disclosure 
h. destroy or permanently de-identify personal information no longer needed and/or after legal requirements for retaining documents have expired.


2. What information does MYST collect about you? 
2.1 Clients and prospective clients 
· When you enquire about our services or when you become a client of MYST, a record is made which includes your personal information. 
· The type of personal information that we collect will vary depending on the circumstances of collection and the kind of service that you request from us, but will typically include: 
· your name, e-mail, postal address, telephone and other contact details 
· age or birth date
· whether you are of an Aboriginal or Torres Strait Islander background 
· whether you are student or are working (profession, occupation or job title)
· next of kin/emergency contact details
· household type and composition
· details of the programs and services you have accessed from us or which you have enquired about, together with any additional information necessary to deliver those programs and services and to respond to your enquiries
· any additional information relating to you that you provide to us directly through our websites or indirectly through use of our websites or online presence, through our staff or volunteers 
· information you provide to us through our services, intake service and/or customer surveys from time to time.
· any additional personal information you provide to us, or authorise us to collect, as part of your interaction with MYST.
We may also collect some information that is not personal information because it does not identify you or anyone else. For example, we may collect anonymous answers to surveys or aggregated information about how users use our website. 
We are required to collect specific information related to our funder requirements and a number of specific acts governing what we must collect e.g. your name, address, date of birth and other verification information.  Such legislation includes the Child Protection (Working with Children) Act 2012; the Work Health Safety Act 2011; the Disability Act 2016; the National Disability Insurance Scheme Amendment Act 2016. 


2.2 Prospective employees or applicants 
· We collect personal information when recruiting personnel, such as your name, contact details, qualifications and work history. Generally, we will collect this information directly from you. 
· We may also collect personal information from third parties in ways which you would expect (for example, from recruitment agencies or referees you have nominated). Before offering you a position, we may collect additional details such as your tax file number and superannuation information and other information necessary to conduct background checks to determine your suitability for certain positions (for example, positions which involve working with children).
2.3 Other individuals
· MYST may collect personal information about other individuals who are not clients of MYST. This includes customers and members of the public who participate in events we are involved with, individual service providers and contractors to MYST, and other individuals who interact with MYST on a commercial basis. The kinds of personal information we collect will depend on the capacity in which you are dealing with MYST.
· If you are participating in an event we are managing or delivering, we may take images or audio-visual recordings which identify you. As much as humanly possible, we will seek consent before publishing any such images.
· In limited circumstances, MYST may collect information which is considered sensitive information. For example, if you are injured at an event promoted or delivered by MYST we may collect health information about you in an emergency or otherwise, with your consent. 
· We may collect personal information about children (for example, when children participate in events we are involved with). Where children do not have sufficient maturity and understanding to make decisions about their personal information, we will require their parents or guardians to make decisions on their behalf. 
· You can always decline to give MYST any personal information we request, but that may mean we cannot provide you with some or all of the services you have requested. If you have any concerns about personal information we have requested, please let us know.
2.4 Visitors to our websites 
The way in which we handle the personal information of visitors to our websites is discussed below.
3. How and why does MYST collect and use your personal information?
· We collect personal information about you so that we can engage in our business activities and functions and provide best possible quality service and support to community members accessing MYST. We may also collect information to fulfil administrative functions associated with these services, for example billing, entering into contracts with you or third parties and managing client relationships. 
· For our clients or potential clients, we collect your personal information directly from you or your guardian, carer or advocate where your consent has been given, or your legal representative. When collecting personal information from you, we may collect it in ways including: 
· through your access and use of our website 
· when being registered, referred or accepted to a service of MYST for ongoing support or case management
· during conversations and general enquiries between you and our staff or volunteers 
· when you complete an application related to participation in a MYST program, event or activity
· Other purposes for which MYST usually collects and uses personal information depends on the nature of your interaction with us, but may include: 
· responding to requests for information and other general inquiries
· managing, planning, advertising and administering programs, events, competitions and performances
· researching, developing and expanding our facilities and services 
· informing you of our activities, events, facilities and services 
· recruitment processes (including for volunteers, internships and work experience) 
· responding to enquires and complaints
· entering into a contract or purchase order with the organisation
· building our database of supporters and donors
· conduct business processing functions including providing personal information to our related funders, contractors, service providers or other third parties
· for the administrative, marketing (including direct marketing), planning, program or service development, quality control and research purposes of MYST
· to comply with any law, rule, regulation, lawful and binding determination, decision or direction of a regulator, or in co-operation with any governmental authority of any country.
· MYST generally collects personal information directly from you. We may collect and update your personal information over the phone, by email, over the internet or social media, or in person. We may also collect personal information from other sources, for example:
· third party suppliers and contractors who assist us to operate our business, credit reporting agencies, law enforcement agencies and other government entities.
· MYST also collects and uses personal information for market research purposes and to update our delivery of products and services.
Your personal information will not be shared, sold, rented or disclosed other than as described in this Privacy Policy. 
Disclosing personal information
With your consent, we may disclose your personal information to: 
· our employees and specific service volunteers engaged in providing a direct service to you and or your family
· our employees and/or specific service volunteers engaged in responding to a direct enquiry from you or providing information and referral services on your behalf and with your consent
· contractors or sub-contractors engaged by MYST to provide direct service to you on behalf of MYST
· service providers for the purposes of operation of our website or our business, fulfilling requests by you, and to otherwise provide products and services to you including, without limitation, web hosting providers, IT systems administrators, mailing houses, couriers, payment processors, data entry service providers, electronic network administrators, debt collectors, and professional advisors such as accountants, solicitors, business advisors and consultants; 
· any organisation for any authorised purpose with your express consent.
In the event you request your information not to be disclosed other than in relation to direct service provision by MYST, we will endeavour to accommodate the request.


4. What happens if we can’t collect your personal information 
We acknowledge and understand that some people may wish to supply only part of the information requested by a MYST service or program, or use a pseudonym when divulging personal information. You have a right to anonymity. We will endeavour to support this request where it is lawful and practicable (for example when making a general enquiry). 
However, generally it is not practicable for MYST to deal with individuals anonymously or through a pseudonym on an ongoing basis, and we might be we required by law to deal with an identified person. If we do not collect personal information about you:
· we may not be able to provide the requested programs or services to you, either to the same standard or at all 
· we may not be able to provide you with information about programs and services that you may want, including information about special events, activities and promotions 
· we may be unable to tailor the content of our website to your preferences and your experience of our website may not be as enjoyable or useful. 
5. Limits to confidentiality
Whilst it is important to maintain the privacy and confidentiality of individual’s information, there are some situations where MYST staff may be permitted or required to share information about a child or young person and their family, without their consent:
Chapter 16A of the Children and Young Persons (Care and Protection) Act 1998 prioritises the safety, welfare and wellbeing of a child or young person over an individual’s right to privacy. 
MYST’s Child Protection & Reporting Policy provides the guidelines and processes for reporting children at risk of significant harm under Chapter 3 of the Children and Young Persons (Care and Protection) Act 1998 and the exchange of information about a child or young person under Chapter 16A.
6. How does MYST interact with you via the internet?
· You may visit our website (https://myst.com.au/) without identifying yourself. If you identify yourself (for example, by providing your contact details in an enquiry), any personal information you provide to MYST will be managed in accordance with this Privacy Policy. 
· MYST's website uses cookies. A “cookie” is a small file stored on your computer's browser, which assists in managing customised settings of the website and delivering content. We collect certain information such as your device type, browser type, IP address, pages you have accessed on our websites and on third-party websites. You are not identifiable from such information. 
· You can use the settings in your browser to control how your browser deals with cookies. However, in doing so, you may be unable to access certain pages or content on our website. 
· MYST's website may contain links to third-party websites. MYST is not responsible for the content or privacy practices of websites that are linked to our website.
· We may log IP addresses (that is, the electronic addresses of computers connected to the internet) to analyse trends, administer the website, track user movements, and gather broad demographic information. 
7. Your personal information and direct marketing
We may send you direct marketing communications and information about our programs and services that we consider may be of interest to you. These communications may be sent in various forms, including mail, SMS, fax and email, in accordance with applicable marketing laws, such as the Spam Act 2003 (Cth). You consent to us sending you those direct marketing communications by any of those methods. 
If you indicate a preference for a method of communication, we will endeavour to use that method whenever practical to do so. In addition, at any time you may opt-out of receiving marketing communications from us by contacting us (see the details below) or by using opt-out facilities provided in the marketing communications and we will then ensure that your name is removed from our mailing list. We do not provide your personal information to other organisations for the purposes of direct marketing. 
8. How you can access and correct your personal information 
You may request access to any personal information we hold about you at any time by contacting us (see the details below). Where we hold information that you are entitled to access, we will try to provide you with suitable means of accessing it (for example, by mailing or emailing it to you). 
There may be instances where we cannot grant you access to the personal information we hold. For example, we may need to refuse access if granting access would interfere with the privacy of others or if it would result in a breach of confidentiality. If that happens, we will give you written reasons for any refusal. If you believe that the personal information we hold about you is incorrect, incomplete or inaccurate, then you may request us to amend it. We will consider if the information requires amendment. If we do not agree that there are grounds for amendment, then we will add a note to the personal information stating that you disagree with it. 
9. Responsibilities for managing privacy
9.1 All staff are responsible for the management of personal information to which they have access, and in the conduct of research, consultation or advocacy work. 
9.2 All staff are responsible for safeguarding personal information relating to MYST clients, staff, students, Board members, volunteers, contractors.
9.3 The CEO through the Manager, Fundraising & Marketing, is responsible for content in MYST publications, communications and website and must ensure the following:
i. appropriate consent is obtained for the inclusion of any personal information about any individual including MYST personnel 
ii. information being provided by other agencies or external individuals conforms to privacy principles  
iii. that the website contains a Privacy statement that makes clear the conditions of any collection of personal information from the public through their visit to the website 
9.4 The CEO will be responsible for:
i. ensuring that all staff are familiar with the Privacy and Confidentiality Policy and administrative procedures for handling personal information, in particular that staff understand the Client Information and Records Management Policy, the Organisational Information and Records Management Policy.
ii. ensuring that clients and other relevant individuals are provided with information about their rights regarding privacy
iii. handling any queries or complaint about a privacy issue
10. Privacy information for clients
At initial assessment and throughout their engagement with MYST, the CEO or as delegated to the client’s caseworker will advise young people of the following:  
a) that young people have a right to privacy (see Client Young People’s Rights Policy)
b) that young people’s personal privacy will be respected
c) the type of information MYST collects and records about the young person and how this information will be used (see Client Information and Records Management Policy and related attachments)
d) How the privacy of the young person and their family will be protected (see Client Information and Records Management Policy)
11. Privacy for interviews and private discussions
To ensure privacy for clients or staff when discussing sensitive or personal matters, the organisation will ensure:
· Confidential discussions take place in appropriate interview rooms at MYST offices.

12. Participants in research projects
People being invited to participate in a research project must be:
a) given a choice about participating or not
b) given the right to withdraw at any time
c) informed about the purpose of the research project, the information to be collected, and how information they provide will be used. 
d) given copies of any subsequent publications.
The collection of personal information will be limited to that which is required for the conduct of the project. Individual participants will not be identified.  
13. Process for complaining about a breach of privacy
If you believe that your privacy has been breached, please contact our Chief Executive Officer (CEO) who is the nominated MYST Executive for issues of privacy and complaints, using the contact information below and provide details of the incident so that we can investigate it. We request that complaints about breaches of privacy be made in writing, so we can be sure about the details of the complaint. 
We will attempt to confirm as appropriate and necessary with you your understanding of the conduct relevant to the complaint and what you expect as an outcome. We will inform you whether we will conduct an investigation, the name, title, and contact details of the investigating officer and the estimated completion date for the investigation process. 
After we have completed our enquiries, we will contact you, usually in writing, to advise the outcome and invite a response to our conclusions about the complaint. If we receive a response from you, we will assess it and advise if we have changed our view. 
Please also see our Complaints & Feedback Policy.
14. Do we disclose your personal information to anyone outside Australia? 
Your personal information is stored in a manner that reasonably protects it from misuse and loss and from unauthorised access, modification or disclosure. 
We will take reasonable steps, in the circumstances, before disclosing personal information to an overseas recipient to ensure that the overseas recipient does not breach Australian privacy laws in relation to that information. 
15. Security 
As noted above, we will take reasonable steps to ensure your personal information is protected from misuse and loss and from unauthorised access, modification or disclosure. We may hold your information in either electronic or hard copy form. Personal information is destroyed or de-identified when no longer needed. 
As our website is linked to the internet, and the internet is inherently insecure, we cannot provide any assurance regarding the security of transmission of information you communicate to us online. We also cannot guarantee that the information you supply will not be intercepted while being transmitted over the internet. Accordingly, any personal information or other information which you transmit to us online is transmitted at your own risk. 
16. Website Links
Our website may contain links to other websites operated by third-parties. We make no representations or warranties in relation to the privacy practices of any third-party website and we are not responsible for the privacy policies or the content of any third-party website. Third party websites are responsible for informing you about their own privacy practices. 
17. Contacting us 
If you have any questions about this privacy policy, any concerns or a complaint regarding the treatment of your privacy or a possible breach of your privacy, please use the contact link on our website or contact using the details set out below. We will treat your requests or complaints confidentially. Our representative will contact you within a reasonable time after receipt of your complaint to discuss your concerns and outline options regarding how they may be resolved. We will aim to ensure that your complaint is resolved in timely and appropriate manner. 
Please contact: 
· by letter – please send your letter to:
The Chief Executive Officer, MYST, 59 Springwood Avenue, Springwood 2777
· by email (info@myst.com.au)
· by telephone to the MYST hotline on 1300 00 6978 or 1800 00 6978 (free call)
· through our website (https://myst.com.au/contact-myst/)

18. Privacy and confidentiality matters specific to MYST personnel
18.1	Personal information relating to employees
Strict obligations apply when handling employee data and how personal information is reported, recorded and stored related to identity documents such as driver’s license, car insurance papers, passports, complaints and grievance workplace information impacting or involving an employee.
Your consent is required to collect sensitive information and health information.
In general, your personal information may only be accessed by the CEO and, as appropriate, the Chief Financial Officer and your direct supervisor.  CHECK JODIE
18.2	Privacy protocols
MYST asks that all staff be aware of the following protocols:
· please aim for a ‘clean desk’ policy to minimise the risk of inadvertent disclosure of personal information
· any sensitive or client-related material needs to be in a locked cabinet after being uploaded to the confidential digital client folder
· place computer screens out of the view of others, particularly visitors to the organisation, where possible
· log-out and shut down your computer at the end of the day 
· always include email addresses for group emails in the ‘bcc’ field rather than the ‘to’ or ‘cc‘ field so recipients can’t see other recipients’ email addresses 
· include confidentiality and privacy clauses in agreements with volunteers or others who have access to the personal information 
· make sure employees, volunteers or others return information at the end of their employment or involvement with the organisation 
18.3	Privacy and security when working from home
MYST acknowledges that there are increased risks associated with remote working. These include: 
· increased risk of cyber-crime, where criminals will look to exploit changes to business environments to extract funds or personal information from employees
· the risk of employees inadvertently disclosing their own personal information through using unfamiliar document storage and conference platforms
· the risk of employees inadvertently disclosing the personal information of clients, service users, other workers and community members through using unfamiliar document storage and conference platforms
To manage this risk, MYST will: 
· enforce complex password requirements for all email accounts and other systems used to hold sensitive data (such as payroll systems, HR systems or client management systems)
· enforce the protocol that passwords must not be shared amongst staff or work teams; failure to comply may result in disciplinary action
· limit access to particular systems and restrict privileges on those accounts to only those who require it to perform their role
· utilise the permissions structures within the MYST shared folder system for access to documents and data for all staff at all levels within the Organisation
· educate employees about the risk of phishing emails especially while working from home. Encourage employees to call the sender if they have the slightest doubt about the authenticity of an email; please do not click on any supplied links until the safety of that source has been verified. 
· expect that staff will adhere to all directives, policies and procedures related to use of our IT systems to reduce the risk of data breaches; failure to comply will result in disciplinary action
Please also refer to the Cyber Security Policy.
18.4	Privacy and teleconferencing
If a recording of the teleconference is possible, participants must be advised of any intention to record the session.  Consent must be given in advance.
18.5 Confidentiality procedures
MYST personnel will:
· retain all confidential information in the strictest confidence and not disclose any confidential information to any person other than for purposes directly related to their position at MYST
· not use any confidential information which they have acquired in relation to the activities of MYST for their own interests or the interests or purposes of others not associated with MYST
· not make copies of any confidential information for any other reason other than those essential to and directly related to their position and responsibilities with MYST
· upon the request, and in any event upon the cessation of their engagement or employment with MYST, return or destroy materials containing confidential information which are in their possession
This will not prevent an individual from:
· disclosing information to proper authorities in relation to concerns about improper conduct, breaches of laws or breaches of duty of care
· providing access for external reviewers to non-identified information for the purposes of formal audit processes
· making a formal complaint to appropriate authorities about an aspect of the organisation’s operation
· disclosing any information that they may be required to disclose by any court or regulatory body or under applicable law

Related Documents

· Child Protection & Reporting Policy
· Cyber Security Policy
· Data Breaches: Notifiable Data Breaches Policy
· Information Technology Acceptable Use Policy
· Info and Data Management policies – Clients and Orgs PETA FIX TITLES UP
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